The rapid growth of Internet traffic has made it important to pinpoint network bottlenecks. Measuring link bandwidths can help identifying such bottlenecks. Existing bandwidth measurement tools such as Pathchar, Bing and Bprobe assume symmetric links. But as ADSL lines, cable modems, satellite links, and 56K modems gain popularity, it becomes necessary to consider asymmetric links. We present an algorithm that can measure each hop's link bandwidth in both directions in an IP network. Hence it is trivial to detect link asymmetry. We performed several experiments to validate our algorithm. We also discuss factors that can adversely affect the precision and/or correctness of bandwidth measurement, and suggest some possible solutions.
Introduction
It is valuable to identify bottlenecks in a network for congestion control and performance tuning. When a user sees a slow Web access, as in Figure 1 , he would want to know: is it due to queuing congestion at some locations, or the slow speed of link A, B, C, D, or some other links in the Internet? Figure 1 : Slow connection to a Web server Link speed consists of raw bandwidth (its full capacity) and available bandwidth (after sharing). We focus on measuring raw bandwidth.
Various bandwidth estimation tools exist today. Pathchar [Jac97] and Bing [Bey951 measure per hop l A 56K modem downloads at 56 kb/s, and uploads at 33.6 kb/s. In fact, even 14.4k modems are often asymmetric, as we shall see in section 3. 1 
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Network Peripherals Inc. twilliamsQNPINY .com bandwidth by analyzing a packet's Round Trip Time (RTT) linearity with respect to its size. Bprobe [CC961 and Tcpanaly [Pax971 measures bottleneck link bandwidth based on packet-pair technique. They assume links to be symmetric. Recent deployment of ADSL, cable modems, satellite links and 56K modems, however, is changing this assumption.
The ability to measure asymmetrical links is useful in discovering performance bottlenecks, validating service guarantees in terms of bandwidth, etc.
In the next section, we present an algorithm that measures per hop link bandwidth in both directions. Section 3 shows real word experiments we performed. Section 4 discusses some factors that may alter the result. Before conclusion, we compare the existing tools in Related Work.
The Measurement Algorithm
Our method is also based on RTT linearity analysis, like Pathchar and Bing. It is a mathematical combination of the technique used by Pathchar and the one used by Bing. We start with an symmetric link algorithm, which turns out to be the same as Bing, but we were not aware of Bing when we developed it. Then, we extend it to consider asymmetric links.
The most common way to measure RTT is send an ICMP echo [Pos8la] packet and wait for a reply, as in the ping program. That's what we will use here.
Let Ti denote the RTT for an ICMP echo/reply packet of B bytes, vi denote link speed between hop i -1 and hop i, where i is the number of hops between sender (hop 0 ) and receiver (hop i).
Then for i = 2, as in Figure 2 (a),
where const is a constant that depends on i. It is the sum of propagation delay, processing delay, and queuing delay. Without loss of generality, we assume the queuing delay is 0. 
Effects of Asymmetric Links
Formula (1) does not work with asymmetric links. To derive the correct formula, let us first look at the Figure 2 (b) , and see what Ti becomes.
Generally,
Gi is the harmonic mean of the real vi and U,!.
Algorithm 2 -The final algorithm
Although Formula (2) does not give vi, if we know either vi or U:, the other is immediately solvable.
Gi # vi because a packet's RTT is the sum of transit 
j=l ?i
As we predicted, T,! is not dependent upon link speed in the returning direction.
U;
Therefore, Formula (4) and speed of ith link in both directions. Pathchar uses ensemble min [Jac97] , but it is not explained. We assume it means taking all the values Figure 3 (b) is the ICMP time-exceeded message 1. send an echo packet to ith router with TTL i, ' When ith hop is an end host, there would be no i + l t h router. We can send a UDP packet with an unused destination port number, forcing an ICMP port unreachable message [Pos8lal. which is also constant size. This was first used by [Pos8la] . Therefore our final algorithm is: this generates a normal reply; traceroute, and also in Pathchar. measured actual that are close to the min. We find that for a stable (low delay variation) network such as ethernet, ensemble min shows better results, but in satellite links, where delay variation is low in percentage but high in absolute value, the plain min seems to be better. A detailed analysis and critique of different statistical methods is not the focus of this paper. 
Effects of Hidden Hops

Real World Experiments
We validated Algorithm 2 with real world tests on 4 types of links. All the IC's have the unit msec/byte.
Unfortunately, due to practical reasons, we do not know the actual speeds of many links we tested.
In that case, they are marked with a 'l?".
Dial-up modem mixed with Ethernet
We did the first test using a Windows 95 laptop computer with 2 network interfaces: a 14.4 kb/s dialup modem 3 , and a 10 Mb/s ethernet card. As in Figure 5 (a) (b) (c), machine A, B, C are the test initiator, laptop, and dialup server, respectively. All of them are on the same ethernet, but the routing tables on both the laptop and the test initiator were properly modified to control the routes. We don't know its real speed. From the result, it could be 320 kb/s download and 128 kb/s upload.
We repeated an similar Bing comparison test on the ADSL host. our prediction is (A + A)-' = 170 kb/s. Actual test result ranges from 164 to 173 kb/s, averaging 168 kb/s, a nice match.
Satellite Link
The path here is similar to Figure 6 , except i = 12. There is an 8 Mb/s satellite link from USA to Belgium. Unfortunately, we don't know the speed of returning link, could be a 155Mb/s OC-3 ATM link, or a 22Mb/s partial ATM link. Usually test results for very fast links are untrustable, since the RTT difference between a min-sized and max-sized packet would be only a few micro-seconds, a 10 ms jitter of queuing delay would easily mess up the results. 
Measurement Issues
Many factors interfere with bandwidth measurement, many of which were mentioned in Pathchar. Here we classify them into Random distortions, Deterministic distortions, and Potential fatal problems.
Random distortions
0 Noise -Also mentioned in Pathchar, it usually comes from queueing delay variation, which can easily exceed 100ms. For a 100Mb/s link, even a 100 ps noise can be devastating.
In addition, as seen in Section 3.1, it is hard to measure a fast link (say ethernet) behind a slow link (say PPP), due to noise amplification.
Deterministic distortions
Hidden hops -As discussed in 2.5, they distort measurements: m 1
However, it remains a challenge to discover them. Bottleneck bandwidth measurement do not suffer from hidden hops, because it measures (pipe-lined) throughput. So an approach to solving this problem may be sending packets in a pipe-lined fashion. However, our initial analysis (not shown here) suggests this approach works only if link speeds are monotonically decreasing from left to right. 
Potential fatal Problems
0 Asymmetry of paths -Our algorithm can solve asymmetric links, but it assumes the network path is symmetric. If the returning path is completely different, the result would clearly be unreliable.
It is hard to detect such asymmetry. IP's record route option [Pos8lb] only records 9 routers. Traceroute shows only outgoing path. We think there is no simple solution for it.
However, we can predict that Bprobe will measure the thinner of the two thinnest links in each direction, due to its packet pair technique.
Conclusions
We describe an algorithm that can measure per hop asymmetric raw link bandwidth. It requires only one end to do the measurement. It works by sending ICMP echo packets with varying TTLs and sizes, to cause ICMP reply packets and other times ICMP time-exceeded packets. Then we perform linear regression on RTTs and packet sizes, one for echo/reply case, the other for echoltime-exceeded case. This 0 Multiple paths -This was also mentioned in Pathchar, pro&ces linear equations with unknowns, givwhen there are more than one way to reach the destination and come back, the measurement again is clearly questionable.
One possible way to detect this is by analyzing RTT distribution, if multiple paths do exist, it will show up as several densely distributed regression lines. However, if there are too many paths available, this method will not scale.
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